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INTRODUCTION

In accordance with the City Auditor’s amended 1996-97 Audit Workplan, we
initiated an ongoing audit of the City of San Jose's Cash Funds. In January 1997 the City
Auditor recommended amending his 1996-97 Audit Workplan to add regular reviews of
these fund types. In February 1997 the Finance Committee approved the addition. Asa
result, a series of cash funds audits was initiated in 1997-98. In June 1998, the City
Auditor released the first cash funds audit, “ An Audit of the Department of Parks,
Recreation, and Neighborhood Services Petty Cash and Change Funds.” The second
Cash Funds audit focuses on the City of San Jose Police Department Cash Funds.
Specifically, we audited the Police Department’ s Petty Cash, Confidential, and Flash
Funds. We conducted this audit in accordance with generally accepted government
auditing standards and limited our work to those areas specified in the Scope and

Methodology section of this report.

The City Auditor’ s Office thanks the employees in the Police Department
Administration Bureau’s Fiscal Unit, and the Bureau of Investigations and Special

Investigations, who gave their time, information, and cooperation for this audit.
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SCOPE AND METHODOLOGY

This report addresses the adequacy of internal controls over Cash Fundsin the
City of San Jose Police Department (SJPD). The SIPD has several cash funds. The
funds are the (1) Petty Cash Fund, (2) Change Funds, (3) Confidential Fund, (4) Flash
Fund, (5) Transportation Fund, and (6) Bail Fund. The Confidential, Transportation, and
Bail Funds are Special Checking Accounts, each with its own checkbook kept in the safe
in the SIPD Fiscal Unit.

This report includes areview of the SJIPD Petty Cash, Confidential, and Flash
Funds. A review of the Transportation Fund, Bail Fund, and Change Funds will be
included in a separate report. The objectives of this audit were to:

e Assessthe accuracy, adequacy, and completeness of established policies and
procedures pertaining to the Petty Cash, Confidential, and Flash Funds; and

e Determine whether the Police Department is in compliance with these
established policies and procedures.

We:
e Interviewed personnel in the Budget Office and the Finance Department;
e Interviewed personnel in the SIPD in the -

— Bureau of Administration - Fiscal Unit
— Specia Investigations — Vice and Intelligence Units
— Bureau of Investigations

Deputy Chief’s Office
Narcotics/Covert Investigations Unit
Fraud/Burglary/Hi-Tech Unit
Homicide Unit

Gang Investigations Unit;

e Reviewed written policies and procedures,

e Inspected all SIPD Petty Cash receipts submitted during 1996-97 and
1997-98;

e Examined the Fiscal Unit Confidential Fund checkbook and records, including
the signature cards;
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e Observed a cash count of each Confidentia Fund and Flash Fund;

e Selected and tested a sample of records from the Deputy Chief’s Confidential
Fund and Flash Fund;

e Selected and tested a sample of records from the Narcotics/Covert
Investigations Unit’s Confidential Fund;

e Totaled 1997-98 Narcotics/Covert Investigations Unit and Special
Investigations Confidential Fund expenditures; and

e Assessed the security of funds.

We performed only limited testing of the various computer reports and databases
we used during our audit. We did not review the general and specific application controls
for the computer systems used in compiling the various computer reports and databases
we reviewed.
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BACKGROUND

City of San Jose Police Department

The City of San Jose Police Department (SJPD) is the largest department in the
City. The SIPD’s 1998-99 Proposed Operating Budget allocation of approximately $160
million equals nearly one-third of the total General Fund. In addition, the SJPD has the
largest staff in the City with 1,836.5 full-time equivalents (FTES) proposed for 1998-99.
The Genera Fund is the primary funding source for the SIPD. There are five SIPD
programs. These programs are: (1) Management & Analysis, (2) Administrative
Services, (3) Technical Services, (4) Investigative Services, and (5) Field Services.

Administrative Services Program

The Administrative Services Program, located in the Bureau of Administration is
divided into three areas — the Administrative Division, the Police Activities League, and
the Fiscal Unit. According to its mission statement in the City of San Jose 1997-98
Organization and Functions Manual, it isthe Fiscal Unit’sresponsibility to* . . . monitor

and administer the departmental financial operations.”

Fiscal Unit

The Fiscal Unit in the Bureau of Administration in the SJIPD monitors and
administers several cash funds related to SIPD operations. These include the Bail Fund,
Transportation Fund, Confidential Fund and Flash Fund, Petty Cash Fund, and Change
Funds. The Fiscal Unit directly administers the Bail Fund, Transportation Fund, and
Confidential Fund, which are Specia Checking Accounts, each with its own checkbook.
Each unit with a Flash Fund or Change Fund administersits own fund. However, the
Fiscal Unit monitors both types of funds. The SIPD processes all Change Fund receipts
through the Cash Collection desk in the Fiscal Unit. In addition, the Fiscal Unit
processes and reimburses al SIPD Petty Cash Fund transactions.
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Petty Cash Fund

The SIPD petty cash fund of $15,000 is the second largest in the City. The Fiscal
Unit administers petty cash transactions for the entire department. The petty cash fund is
divided among three lock boxes, each with a designated custodian. Two lock boxes
contain $7,100 each and the third lock box, essentially a*“back-up” box, contains $800.
The Finance Department processes SIPD Fiscal Unit requests for reimbursement on an
ongoing basis to replenish the $15,000 allotment. Table | summarizes SIPD petty cash
fund activity for 1996-97 and 1997-98.

TABLE |
SUMMARY OF SIPD PETTY CASH TRANSACTIONS
FOR 1996-97 AND 1997-98

Number Of Total Dollar
YEAR Transactions Amount
1996-1997 2,353 $110,519
1997-1998 2,201 $92,029
TWO-YEAR TOTALS 4,554 $202,548

The SIPD Fiscal Unit records each petty cash purchase on alog. An authorized
SJPD official must present an original receipt and a City of San Jose petty cash receipt
form to a designated custodian for petty cash reimbursement. The receipt form the
official submits for reimbursement should include the department, amount reimbursed,
submitter's name, date, charge number, explanation for amount reimbursed, and
supervisor's signature. The SIPD uses the same form for petty cash advances, but must
also include the amount of petty cash advanced and the actual amount expended. The
SJPD uses other cash funds that, due to the nature of the police work involved, do not
require receipts or specific explanations of expenditures. These cash funds are the
Confidential Fund and Flash Fund.

- Page 5 -



Confidential Fund and Flash Fund

The Confidential Fund and Flash Fund are cash funds the SIPD uses to finance
covert or undercover operationsinvolving officersin Specia Investigations and the
Bureau of Investigations. In theory, if expenses for such operations were routinely
processed through the City’s Financial Management System (FMS), the operation and/or
the officers themselves could be jeopardized. Therefore, the City Council annually
appropriates monies for deposit into the SIPD’ s Confidential Fund so cash will be readily
available. The appropriation for 1998-99 is $96,000. With the exception of 1992-93 and
1993-94, the City has appropriated $96,000 for the SIPD’ s Confidential Fund since at
least 1987-88. The Accounts Payable Division of the City’ s Finance Department issues
City vendor checks made payable to the Chief of Police (Chief) to replenish the
Confidential Fund. The Chief’s Office may request part of the appropriation at mid-year
or request asingle check for $96,000 at year-end. The Chief deposits Confidential Fund
checksin a Special Checking Account with the Bank of America branch located at 777
North First Street. The Fiscal Unit isresponsible for maintaining the Confidential Fund’'s
checkbook that is kept in the Fiscal Unit’s safe. Authorized SIPD personnel that use
confidential funds request the funds from the Fiscal Unit.

Reguests for Funds

The Deputy Chief of the Bureau of Investigations and the Lieutenant
commanding Special Investigations - Vice/Intelligence, may request funds from the
Fiscal Unit. A $9,000 check request isthe norm. The Fiscal Unit prepares a check for
signature. Specifically authorized individuals pick up the checks, cash them at the Bank
of Americabranch, and place the fundsin the units' safes. The Bureau of Investigations
and Special Investigations hold cash in six Confidential Funds and two Flash Funds. The
Bureau of Investigations, Deputy Chief’ s Office, has both a Confidential Fund and a
Flash Fund. Within the Bureau of Investigations, four units have a Confidential Fund —

1. Narcotics/Covert Investigations

2. Fraud/Burglary/Hi-Tech
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3. Homicide
4. Gang Investigations

Finally, Special Investigations— Vice Unit and Intelligence Unit, has both a
Confidential and Flash Fund. It should be noted that until recently, the only Flash Fund
was in the Bureau of Investigations Deputy Chief’s Office. However, in
September 1998, a Chief of Police memorandum authorized a Flash Fund for Special
Investigations’ use. Chart | shows the location of each fund and how cash flowsto each
fund.
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CHART |
LOCATION OF SIPD CONFIDENTIAL FUNDS
AND HOW CASH FLOWSTO EACH FUND
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M ajor Accomplishments Relating To The Program

In amemorandum titled “ Significant Management Accomplishments Relative To

Funds Audit,” Police Department Administration informs us of its accomplishments

related to their cash funds. According to department administration, they have:

Increased the petty cash fund total to $15,000 to provide greater ability to
serve departmental needs;

Accommodated a significant increase in petty cash transaction volume when
the limit increased from $100 to $200 several years ago;

Purchased each petty cash box from a different manufacturer so lock box keys
are not interchangeable;

Developed a Petty Cash Transaction Log requiring individuals receiving cash
to print and sign their name;

Physically located cash register drawers in areas which make it very difficult
for unauthorized persons to access the drawers;

Instituted additional controls over petty cash transactions in one of the
department units until that unit took corrective action and demonstrated
adherence to Citywide petty cash policies,

Purchased pens that detect counterfeit bills and instructed units receiving
currency to check all denominations of $50 or more;

Produced a procedures manual for employee travel intended for distribution to
units both on and off-site; and

Conducted internal audits of Special Checking Account transactions during
1997-98.

Appendix B contains the full text of the memorandum.
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FINDING |

THE POLICE DEPARTMENT CAN IMPROVE COMPLIANCE
WITH POLICIESAND PROCEDURESOVER THEIR PETTY
CASH, CONFIDENTIAL, AND FLASH FUNDS

Our review revealed that the City of San Jose Police Department (SJPD) generally
has good internal controlsin place over their Petty Cash, Confidential, and Flash Funds.
The SIPD keeps funds in secure locations in locked or sealed receptaclesin locked safes
and has written procedures for the use of these funds. However, our audit also found that
the SIPD can improve compliance with both Citywide and departmental procedures and
reduce excess Confidential Fund balances. Specifically, we found that

The SIPD did not always submit petty cash receipts to the Fiscal Unitin a
timely manner;

e The SIPD has not performed required audits of Confidential Fund or Flash
Fund records;

e The SIPD has not prepared required quarterly reports on the use of the
Confidential Fund;

e The SIPD did not deposit Confidential Fund checks for aslong as 154 days,

o Asof September 28, 1998 the Confidential Fund checkbook balance had
grown to $260,000;

e The $260,000 SIPD Confidential Fund Special Checking Account does not
earn interest; and

e Asof September 28, 1998, the SIPD had over $110,500 cash on hand and the
SJPD had not used one cash fund containing over $11,500 for over ayear.

By submitting petty cash receiptsin atimely manner the SIPD will achieve better
control over its Petty Cash Fund. In addition, by auditing and reporting on Confidential
and Flash Funds in accordance with Citywide and departmental procedures, the SIPD
will have added assurance that these funds are secure, used effectively, and for
appropriate purposes. Moreover, timely deposits of Confidential Fund checks will ensure
the safety of the City’ s cash assets and guarantee the availability of funds. Finally,
proper administration and monitoring of the Confidential Fund checkbook and all SIPD
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Confidential cash funds will assure that these cash fund balances are maintained at the

levels necessary for the SJIPD undercover operations expenditures.

The SIPD Did Not Always Submit Petty Cash Receipts To The Fiscal Unit In
A Timely Manner

Our review reveaed that the SIPD did not always submit petty cash receiptsto
the Fiscal Unit in atimely manner. Each Fiscal Unit petty cash custodian prepares a
FMS Cash Journal Voucher (CJV) batch at least once a month to request petty cash
replenishment. The City’s Finance Department receives the CJV aong with a Petty Cash
Reimbursement Voucher, an original salesreceipt, and a City of San Jose Petty Cash
receipt form for each transaction. The Fiscal Unit keeps copies of the CJV, voucher, and
Petty Cash Receipt form. We reviewed every CJV and accompanying documentation the
SJIPD petty cash custodians submitted for Petty Cash reimbursement during 1996-97 and
1997-98.

During 1996-97 and 1997-98, the SIPD Fiscal Unit processed 126 CJV batches
consisting of 4,554 separate transactions. We found a matching CJV batch entry,
voucher entry, and City petty cash receipt form for every single transaction. While our
review revealed that the SIPD is generally in compliance with the City's Petty Cash
Procedure, we noted a small number of exceptions. Specifically, we found that the SIPD

e Submitted 383 of 4,554 receipts (8 percent) over one month after the SIPD
made the petty cash purchase;

e Did not date 146 of 4,554 receipts (3 percent); and

e Did not properly authorize 3 of 4,554 receipts (less than one-tenth of one
percent) with supervisor signature indicating approval of the petty cash
expenditure.

Table Il summarizes the results of our review.
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TABLE I

SUMMARY OF SJIPD PETTY CASH TRANSACTIONS
FOR 1996-97 AND 1997-98

Number Number of
of Petty Receipts Number | Number of
Total Cash™ | Submitted Over of Receipts
Petty Number | Receipts/ One Month Receipts Lacking
Cash of Trans | After Petty Cash | With No | Supervisor's
YEAR Expense | Batches | gctions Purchase Date Signature
1996-97 | $110,519 59 2,353 163 77 1
1997-98 | $92,029 67 2,201 220 69 2
TOTALS | $202,548 126 4,554 383 146 3

As Table Il shows, the SIPD submitted 383 receipts over one month after the
petty cash purchase. In addition, the SJPD did not date 146 receipts. Asaresult, we

were unable to determine whether these recei pts were for expenditures made more than a

month before. In our opinion, the SIPD should ensure that all petty cash receipts are

submitted in atimely manner and contain all required information and supervisory

authorizations.

We recommend that the SIPD:

Recommendation # 1

Ensure that all petty cash recelipts are submitted in atimely manner and contain all

required information and supervisory authorizations.

The SIPD Did Not Perform Reguired Audits Of Confidential Fund And/Or

Flash Fund Records

The City Council annually appropriates $96,000 for the Confidential Fund as part

of the SIPD’ s non-personal base budget amount. The SJIPD may or may not spend that

amount during the year because the nature and number of undercover or covert

operations per year cannot be accurately predicted. If the SIPD does not spend the entire

$96,000 appropriation, the remaining balance rolls over to the next budget year. Asa
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result, the Confidential Fund Special Checking Account balance can exceed $96,000.
The SIPD has written procedures for the use of the Confidential Fund.

Confidential Fund Policies and Procedures

According to the Police Department “ Confidential Fund Procedures,”

The purpose of the Confidential Fund isto provide cash necessary for
undercover or covert operations involving officers from Special Investigations or
the Bureau of Investigations. Cash isused for a variety of purposes, such as
relocating witnesses and victims of gang related crimes or violence, paying
informants, and purchasing narcotics, stolen property and props used during
undercover investigations. The Flash Fund is used to show suspected drug
dealers cash during drug purchases.

Furthermore, the procedures require that the SIPD staff:

... 7. Atirregular and unannounced intervals Fiscal will audit records
maintained by the units utilizing Confidential Funds.

Moreover, under Miscellaneous Procedures, the Bureau of Investigations (BOI)

requires that:

... 6. Unit commanderswill be expected to provide assistance for quarterly
audits of funds by the Fiscal Officer . . .

Our review revealed that in spite of the above requirement to do so, the SIPD

Fiscal Unit has not done audits of Confidential Funds for several years.

Fiscal Unit Used to Conduct Periodic Audits

According to the SJIPD’ s Fiscal Officer, the Accounting Supervisor or the Fiscal
Officer used to conduct unannounced audits of Confidential Fund records. The SIPD
suspended these audits due to staff vacancies coupled with workload growth in other

areas.

The information we reviewed in the Confidential Fund folder in the Fiscal Unit
safe indicated that the Fiscal Unit last audited a Confidential Fund in 1992. Further, the
Fiscal Unit audited only three of the six areas where Confidential Fund cash is located.
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We found the following reports in the Confidential Fund folder in the Fiscal Unit
safe that indicated the Fiscal Unit last audited the:

e Confidential Fundsin the Deputy Chief’s Office on August 13, 1992.

e Confidential Fundsin the Narcotics/Covert Investigations (NCI) Unit on
September 24, 1992.

e Confidential Fundsin the Vice and Intelligence Units on October 5, 1992.

We found no evidence that the Fiscal Unit ever audited the Confidential Fundsin
the Homicide Unit, the Fraud/Burglary/Hi-Tech Unit, or the Gang Investigations Unit.

In our opinion, to ensure the integrity, proper administration, and safety of the
Confidential Fund, the SIPD should follow Citywide and departmental procedures and
annually audit al Confidential Funds and Flash Funds on an irregular and unannounced

basis.

We recommend that the SIPD:

Recommendation # 2

Annually audit all Confidential Funds and Flash Funds on an irregular and

unannounced basis.

Review of Documentation and Observation of Cash Countsin Units With
Confidential Funds

There are six areasin the SIPD where Confidential Funds are located: (1) BOI
Deputy Chief’s Office, (2) Narcotics/Covert Investigations Unit, (3) Fraud/Burglary/Hi-
Tech Unit, (4) Homicide Unit, (5) Gang Investigations Unit, and (6) Specia
Investigations. A safein each of these areas holds the funds and documentation. We
assessed the security of and reviewed the documentation for the fundsin each safe. In
addition, we selected alimited sample of transactions from the two funds most frequently
used. Finally, we observed a count of the cash on hand in each fund. In general, we
found only minor discrepancies or exceptions involving Confidential Funds. Our audit
procedures and observations and the minor discrepancies or exceptions we noted are
described below.
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Deputy Chief’ s Office Confidential Fund and Flash Fund

We obtained a copy of one page of the Confidential Fund ledger and copies of
severa Bureau of Investigations Deputy Chief’ s Office Confidential Fund and Flash
Fund Disbursement Record forms. We compared the information recorded on the
Disbursement Record forms to the corresponding entriesin the ledger. No exceptions
were noted. We aso reviewed the completeness of information provided on the
Disbursement Record forms. All dates, the printed names and signatures of individuals
disbursing and receiving funds, correct dollar amounts disbursed and received, and

correct dollar amount returned (if applicable) were properly completed.

— Cash Count

The Confidential Fund ledger indicated there should be $5,000 on hand. We
observed the cash count and verified that the amount was on hand. The Flash Fund
ledger indicated there should be $60,000 on hand. We also observed the cash count and
verified that $60,000 was on hand.

Nar cotics/Covert Investigations Unit Confidential Fund

The NCI usesits Confidential Fund the most frequently. This unit does not have
aFlash Fund. The NCI Unit must request a Flash Fund if they need it for a specific
operation. The NCI Unit has two teams: the Enforcement Team and the Buy Team. The
Buy Team consists of the undercover officers who mainly purchase drugs, or “props’
(beer, pool games, drinks for suspects), and may pay rewardsto informants. To keep
track of Confidential Fund transactions, the NCI Unit uses Confidential Fund Vouchers.
These vouchers show the Case Number, Special Employee Number (if an informant

reward is paid), Date, Time, Amount, Recelved by, Received from, Location, and Details.

The NCI Unit also keeps a Confidential Fund log. The log should reflect the
same information as is shown on each voucher. The officer using Confidential Funds
should record in the logs:
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— Voucher Number

— Date

— Name

— Case#t

— S.E. # (Special Employee - a paid informant)
— Cash Received

— Cash Recovered

— Buys((for either narcotics or property)

— Rewards

— Expenses

— Baance

At the end of each month, the Lieutenant in charge of the Confidential Fund
prepares a monthly summary based on information from the handwritten log and on the
original voucher. The Lieutenant seals and retains the monthly summary, handwritten
log, and original vouchersin an envelope. We reviewed the contents of al the sealed
envelopes from January 1998 through August 1998 kept in the filing cabinet in the
Lieutenant’s office. Table Il1 summarizes the results of our review.
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TABLE I

SUMMARY OF NARCOTICS/COVERT INVESTIGATIONSUNIT
CONFIDENTIAL FUND LOGS AND VOUCHERS
FROM JANUARY 1998 THROUGH AUGUST 1998

NUMBER OF
MONTH VOUCHERS EXCEPTIONS

JANUARY 1998 65 Three Buy Funds vouchers were
combined as one entry.

FEBRUARY 1998 51 Two Buy Funds vouchers were not listed
correctly.

MARCH 1998 30 One voucher lacked supervisor’s
signature.

APRIL 1998 50 Six vouchers lacked supervisor’s

signature; one voucher lacked both
officer’s and supervisor’s signature.

MAY 1998 36 Four Buy Funds vouchers were entered
incorrectly on the log; one voucher lacked
the S.E #* so it was not recorded on the

monthly log.
JUNE 1998 61 Three vouchers lacked supervisor’'s
signature.
JULY 1998 82 No exceptions.
AUGUST 1998 51 One voucher lacked both the SE. # and a
witness signature.
TOTALS 426 24 exceptions

* Special Employee # - a paid informant
— Cash Count
The NCI Unit Confidential Fund ledger indicated there should be $2,727 on hand.

We observed the cash count and verified that the amount was on hand.

Fraud/Burglary/Hi-Tech Unit

The Lieutenant in the Fraud/Burglary/Hi-Tech Unit has sole access to the safe that
contains the lock box for this Confidential Fund. According to the Lieutenant there has

not been very much use of the Confidential Fund recently. There were no major
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operations underway at the time of our audit. We obtained copies of the current
Confidential Fund log pages and noted that there have been no transactions since June
1998 when $300 in expenses and the subsequent recovery of the same amount was

entered on the log.

— Cash Count

The Fraud/Burglary/Hi-Tech Unit Confidential Fund ledger indicated there should
be $724.88 on hand. We observed the cash count and verified that the amount was on
hand.

Homicide Unit

Confidential Fundsin the Homicide Unit are primarily used for witnesses
testifying on Homicide cases. The Lieutenant in charge of the Confidential Fund
supervises 11 homicide investigators. The Lieutenant said that about $500 - $600 is an
adequate amount in Confidential Funds for the Homicide Unit’s needs. The Lieutenant
has sole access to the safe where the fund is kept. The Lieutenant told us that he verifies
the total count when he counts out money for disbursement and again when he receives
money to be returned to the safe.

Thefirst use of the fund this year was in July 1998 and there had been only one
other transaction as of September 28, 1998. The Lieutenant said he makes sure a case
number is provided when someone requests funds.

— Cash Count

The Homicide Unit Confidential Fund ledger indicated there should be $590 on
hand. We observed the cash count and verified that the amount was on hand.

Gang Investigations Unit

The Gang Investigations Unit was recently referred to as the Violent Crimes Unit.
The Unit used the Confidential Fund in the past for witness assistance but has not used it
much recently. The Sergeant in charge of the Fund described how the District Attorney’s

- Page 18 -



Office has been providing the money for sting operations while the Police Department

has provided the manpower.

— Cash Count

The Gang Investigations Unit ledger indicated that there should be $11,515.46 on

hand. We observed the cash count and verified that amount was on hand.

Soecial Investigations — Vice and Intelligence Units

The Vice Unit and Intelligence Unit are both part of Special Investigations and
they share the same Confidential Fund. The Lieutenant commanding both units and the
Intelligence Unit Sergeant are the only individuals with access to the safein the
Lieutenant’s office. The “usua” amount of this fund, until July 1998, ranged from about
$4,000 to about $10,000. However, when we reviewed the fund, the ledger book for the
fund showed a balance of $29,082. The Lieutenant explained that alarge amount of cash
was realized as aresult of a“win” from a gambling undercover operation. Of the current
balance, $20,000 has been set aside as a new Flash Fund for this unit. A memorandum
from the Chief of Police dated September 1998 authorized the new $20,000 Flash Fund.

— Cash Count

Asindicated above, the ledger balance for Special Investigations' Confidential
Fund was $29,082 at the time of our review. We observed a count of the cash and found
$29,982 on hand, which was $900 more than indicated in the ledger balance.
Subsequently, we noted a $1,000 subtraction error on September 8, 1998. Asaresult, the
ledger balance should have been $30,082 rather than $29,082. Since the cash we counted
was $29,982, we determined that this fund was actually short $100. The Lieutenant in
charge of thisfund investigated the shortage.

Each officer in Special Investigations Vice and Intelligence Units keeps awall et
with undercover identification and confidential money for related expenses. In addition,
each officer prepares and submits a monthly expense statement. A memorandum dated
October 9, 1998, informed the Lieutenant of an expense sheet discrepancy. According to
the officer,
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... While reconciling the money transactions | discovered that | had $100.00
mor e than the final balance indicated. | reviewed all of the entries and verified
those numbers. | believe | may have received the extra $100.00 when | requested
the $1,000.00 on 9/9/98. | did not follow the usual procedure of re-counting the
money after receiving it. | will return the extra money to balance both our books.

The practice of re-counting money received in the provider’s presenceisabasic
internal control over cash and a procedure that should be followed. In our opinion, the
SJPD should ensure that personnel follow petty cash proceduresto increase

accountability for and improve control over these funds.

We recommend that the SIPD:

Recommendation #3

Ensure that SIPD personnel follow prescribed petty cash procedures.

Table IV summarizes the results of our cash countsfor all SIPD Confidential and
Flash Funds.
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TABLE IV

SUMMARY OF CONFIDENTIAL AND
FLASH FUND CASH COUNTS

FUND FUND LEDGER COUNT
LOCATION TYPE AMOUNT PER AUDIT COMMENTS
BOI Deputy Confidential $5,000 $5,000 Auditor verified.
Chief’s Office | Fund
Flash Fund $60,000 $60,000 Auditor verified
BOI - NCI Confidential $2,727 $2,727 Auditor verified.
Fund
BOI - Confidential $744.88 $744.88 Auditor verified.
Fraud/Burglary | Fund
/Hi-Tech
BOI — Confidential $590 $590 Auditor verified.
Homicide Fund
BOI - Gang Confidential | $11,515.46 $11,515.46 | No transactions since
Investigations | Fund September 1997; the Captain
Unit in charge of this Fund was
unaware this much cash was
on hand.
Specia Confidential | $10,082* $9,982 Count revealed $100 lessin
Investigations - | Fund cash than reflected in the
Vice/ ledger after adjustment for a
Intelligence $1,000 subtraction error.
Flash Fund $20,000 $20,000 Newly-authorized for this
unit — September 1998.
TOTALS $110,659.34 | $110,559.34 | Discrepancy = $100

* Adjusted ledger amount after correction for $1,000 subtraction error.

The SIPD Has Not Prepared Required Quarterly Reports On The Use Of

The Confidential Fund

According to the Police Department Confidential Fund procedures,

1) Per Section 1.2 of Ordinance Number 24127, the Chief of Police will transmit
a quarterly reconciliation of the Confidential Fund to the Director of Finance.

However, our review reveaed that the SIPD has not prepared quarterly reports on

the use of the Confidential Fund as required.
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Appropriation Ordinance

Ordinance Number 24127 is the City of San Jose's Annual Appropriation for the
City’sFiscal Year —*“. . . appropriating and authorizing the expenditure of moneys for the
operation of each of the officers, departments, and agencies of the City during said fiscal
year, and for various other purposes and objects for said fiscal year; and providing for
loans and transfers from various city funds to other city funds as may be necessary during
said fiscal year.”

In addition, Ordinance Number 24127, Part I, General Provisions, Section 1.2.
“Confidential Non-Personal Expenses of Police Department” states,

“ Confidential Non-Personal Expenses of Police Department” means any and all
expenses incurred by the Police Department (excepting expenses for “ personal
services” and expenses for equipment) which in the opinion of the Chief of Police
must be kept confidential, without revealing the names of the ultimate recipients
of the moneys expended for such purposes and without revealing the specific
purpose of each such expenditure, in order to facilitate crime prevention or the
apprehension of criminals. Moneys appropriated or transferred to the Police
Department for such purposes may be paid by the Director of Finance to the
Chief of Police from time to time as requested by the Chief of Police without said
Chief being required at such timeto reveal to the Director of Finance the specific
purposes for which the Chief will expend such moneys nor the names of the
ultimate recipients, and the Chief of Police may then expend such moneys for the
above mentioned purposes. However, the Chief of Police shall file with the
Director of Finance, a full report showing what the Chief has done with the
moneys advanced to him for said purposes, the amounts expended, the names of
the recipients, the purposes for which such expenditures were made, amounts
as yet unexpended and such other relevant information as the Director of
Finance may require. All such reports shall be confidential and shall not be
shown to any person, other than the Director of Finance and the City Auditor,
unless and except as may be otherwise authorized by Council. [Emphasis added]

As noted above, Ordinance 24127 requires the Chief of Police to report
“Confidential Non-Personal Expenses of Police Department” to the Director of Finance.
However, the ordinance does not stipulate the required frequency of such reports or when
these should be prepared and submitted. The SIPD, however, developed their own
internal Confidential Fund procedure that does stipulate that quarterly reports should be
prepared. Specificaly,

- Page 22 -



1) Per Section 1.2 of Ordinance Number 24127, the Chief of Police will transmit

a quarterly reconciliation of the Confidential Fund to the Director of Finance.

[Emphasis added]

However, our review revealed that the last quarterly report the SJIPD prepared was
in October 1993 for the first quarter of 1993-94. The next report on the Confidential
Fund was dated July 11, 1994, but that report covered the last three quarters of 1993-94.

It should be noted that as a result of our audit, on July 21, 1998, the SIPD submitted
annual reconciliation reports for 1996-97 and 1997-98. Asaresult, the SIPD is till
technically not in compliance with either Ordinance #24127 or its own procedures
regarding quarterly Confidential Fund reporting. In our opinion, the SIPD should comply
with its own procedures and submit quarterly reconciliations of the Confidential Fund to

the Director of Finance.

We recommend that the SIPD:

Recommendation # 4

Submit quarterly reconciliations of the Confidential Fund to the Director of

Finance.

The SIPD Did Not Deposit Confidential Fund Checks For AsL ong As
154 Days

Timeliness of Confidential Fund Check Deposits

We reviewed the Confidential Fund checkbook register and deposit slips to
determine the number of checks, the dollar amounts, and dates of issue and deposit for
those checks. Our review revealed that Confidential Fund checks Finance issued for

SJIPD pick-up were not deposited promptly.

The SIPD picked up 12 Confidential Fund checks totaling $660,000 between
February 1993 and July 1998. Only one Confidential Fund check was deposited in a
timely manner, specifically, on the next banking day. Of the twelve checks issued, ten
were for pick-up on Thursday and could have been deposited that day or on Friday. The
other two checks were issued for pick-up on Wednesday, November 22, 1995 before the
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Thanksgiving holiday and Thursday, July 3, 1997 before the July 4™ holiday. However,
these checks were deposited 154 and 63 days after pick-up, respectively. Table V shows
the dates Confidential Fund checks were issued between February 1993 and July 1998
and the elapsed days between issuance and deposit.

TABLEV

SUMMARY OF CONFIDENTIAL FUND CHECKSISSUED BETWEEN
FEBRUARY 1993 AND JULY 1998 AND THE ELAPSED DAYSBETWEEN
|SSUANCE AND DEPOSIT

ELAPSED
NUMBER
OF DAYS
BETWEEN
| SSUANCE
CHECK ISSUANCE | DEPOSIT AND
AMOUNT DATE DATE DEPOSIT
$50,000 2/25/93 3/1/93 4
$196,000 7/29/93 8/2/93 4
$60,000 6/15/95 6/16/95 1
$36,000 8/10/95 9/19/95 40
$10,000 11/22/95 412496 154
$50,000 6/20/96 9/23/96 95
$46,000 7/11/96 9/23/96 74
$5,000 7/25/96 9/23/96 60
$46,000 5/29/97 9/4/97 98
$15,000 6/5/97 9/4/97 91
$50,000 713197 9/4/97 63
$96,000 7/16/98 7/127/98 11
$660,000

As Table V shows, the SIPD has not deposited Confidential Fund checksin a
timely manner. Specifically, the SIPD has held checks for aslong as 154 days after pick-
up. Holding Confidential Fund checks for long periods of time compromises the safety
of the City's cash assets. In our opinion, the SJIPD should deposit Confidential Fund
checks as soon as possible to (1) ensure the safety of the City's cash assets and
(2) guarantee confidential monies are available for SIPD undercover operations.
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It should be noted that the Finance Department is examining alternatives to the
current check pick-up/check deposit process. Specifically, the Finance Department is
evaluating the use of wire or electronic transfers of funds. Under the current system
Accounts Payable notifies authorized staff that a City vendor check is ready for pick-up.
How or when the vendor check is deposited is up to the department that picked up the
check. City vendor checks, particularly those for large amounts, should be deposited as
soon as possible to ensure the safety and availability of such funds. Wire or electronic
transfers of large checks like the SJIPD Confidential Fund checks would accomplish this.
According to the General Ledger Supervisor, wire transfers carry a $30 per transaction
charge. However, a $30 transaction charge would be insignificant given the infrequency
of SIPD transactions. Further, the current SJPD practice of picking up and holding large

checks for long periods of time clearly has security implications.

We recommend that the SIPD:

Recommendation #5

Deposit Confidential Fund checks into the SJPD checking account in atimely

manner.

Furthermore, we recommend that the Finance Department:

Recommendation #6
Evaluate the automatic transfer of Confidential Fund checks to the SIPD checking

account.

The Confidential Fund Checkbook Balance Has Grown To $260,000

We obtained the Confidential Fund checkbook ledgers to determine the
checkbook balance at the time each Confidential Fund check was issued and deposited.
Table VI shows the activity from the two most recent account ledgers.
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TABLE VI

SUMMARY OF CONFIDENTIAL FUND SPECIAL CHECKING ACCOUNT
ACTIVITY - DEPOSITS, WITHDRAWALS, AND BALANCES
1987-88 THROUGH SEPTEMBER 1998

BEGINNING WITH- ENDING
DATE BALANCE DEPOSITS DRAWALS | BALANCE
1987-88 -0- $96,000 $69,000 $27,000
1988-89 $27,000 $96,000 $105,000 $18,000
1989-90 $18,000 $166,000 $141,000 $43,000
1990-91 $43,000 $96,000 $106,000 $33,000
1991-92 $33,000 $131,600 $164,600 $0
1992-93 -0- $171,000 $149,000 $22,000
1993-94 $22,000 $196,000 $76,000 $142,000
1994-95 $142,000 $60,000 $51,000 $151,000
1995-96 $151,000 $46,000 $60,000 $137,000
1996-97 $137,000 $101,000 $77,000 $161,000
1997-98 $161,000 $111,000 $90,000 $182,000
1998-99 $182,000 $96,000 $18,000 $260,000

As Table VI shows, the SIPD Confidential Fund balance has increased
significantly, particularly over the last three years. By the end of 1997-98, the
Confidential Fund balance had grown to $182,000. In spite of that large balance, the
SJIPD received the entire $96,000 appropriation for 1997-98. The SIPD deposited that

$96,000 to its Confidential Fund Special Checking Account on July 27, 1998, increasing

the account balance to $260,000. None of the 1998-99 Confidential Fund $96,000
appropriation has been expended. There are three factors that have contributed to the

large balance in the Confidential Fund Special Checking Account:

(1)

(2)

3

The SIPD requested increases for the Confidential Fund appropriation
anticipating additional undercover activity which did not materialize;

Gang Fund and Witness Protection Program checks received for
undercover operations are deposited in the Confidential Fund Special
Checking Account; and

SJIPD Confidential Fund Special Checking Account withdrawals are
usually less than deposits.
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The SIPD Requested Increases for the Confidential Fund Appropriation
Anticipating Additional Undercover Activity Which Did Not Materialize

In 1992-93 and 1993-94 the SIPD requested increases for the Confidential Fund
non-personal base budget appropriation anticipating additional undercover activity in
those years. However, additional undercover activity to the extent anticipated did not
materialize. Specifically, in 1992 -93, the City increased the annual $96,000
appropriation by $25,000 to $121,000. In 1992-93, the SIPD also requested an additional
$50,000 for the Confidential Fund in the mid-year budget. The SIPD requested this
$50,000 because undercover activity in 1992-93 had expended all but $17,000 of the
$121,000 appropriation by February 1993. However, after the City appropriated the
requested $50,000, the level of additional undercover activity the SJPD anticipated did
not materialize. Finally, in 1993-94, another $100,000 increase was reguested, received,
and deposited for the same purposes. As aresult, the additional funds deposited in the
Confidential Fund Special Checking Account remained in the account rather than being

spent as anticipated.

Gang Fund and Witness Protection Program Checks Received For
Undercover Operations Are Deposited In The Confidential Fund Special
Checking Account

Our audit found that in addition to the annual $96,000 Confidential Fund
appropriation, other types of confidential monies the SIPD receives are deposited in the
Confidential Fund Special Checking Account aswell. In anticipation of additional
undercover activity in 1992-93 and 1993-94, the SIPD requested increases in
Confidential Fund appropriations. Since the increased undercover activity was
anticipated to be primarily drug-related, involving gangs and the need for witness
protection, the appropriation increases came from the two drug forfeiture funds that are
available to the City. Specifically, these two funds are the State Drug Forfeiture Fund
and the Federa Drug Forfeiture Fund. Transfers from these funds to the SJPD are also
considered confidential monies. In 1993-94, the Accounts Payable Division of the
Finance Department issued the $100,000 noted above in checks that were drawn against
either the “ Gang Fund” or “Witness Protection Program.” The SIPD deposited these
checksin the Confidential Fund Special Checking Account. However, the gang and

- Page 27 -



witness protection undercover activity that the SIPD anticipated never materialized and
the unspent Gang Fund and Witness Protection Program monies are still in the
Confidential Fund Special Checking Account.

SIPD Confidential Fund Special Checking Account Withdrawals Are
Usually Less Than Deposits

Our review revealed that since 1992-93, SJPD Confidential Fund Special
Checking Account withdrawals for undercover operations were usually less than
deposits. AsTable VI on page 26 showed, from 1992-93 through 1997-98, SIPD
Confidential Fund Special Checking Account withdrawals exceeded depositsonly in
1995-96. By the beginning of 1995-96 the account balance had already risen above
$150,000.

The $260,000 SIPD Confidential Fund Special Checking Account Does Not
Earn Interest

Our review revealed that interest does not accrue to the SIPD Confidential Fund
Specia Checking Account. According to the Bank of America Branch Manager, the
account is a standard business checking account and is part of the City's Analyzed
Interest Checking (AIC) Account group. This group of accounts collectively accrues
interest that is calculated as an Earnings Allowance Rate (EAR). The EAR pays Bank of
America administrative fees and service charges for handling all of the City's AIC
accounts. Inour opinion, a large balance should not remain in a non-interest bearing
checking account. The Confidential Fund Special Checking Account need only carry a
balance sufficient to generate enough EAR to pay administrative fees and service
charges. Therefore, we recommend that the Confidential Fund Special Checking
Account balance be reduced by returning $200,000 to the General Fund this year.

We determined that the SIPD should return $200,000 to the General Fund this

year because
e The SIPD Special Checking Account balance is $260,000;

e None of the SIPD 1998-99 Confidential Fund $96,000 appropriation has been
expended and is still available; and
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e Even after returning $200,000 to the General Fund, the SIPD would still have
$150,000 available for undercover or covert operations expenditures which
may be incurred during the remainder of 1998-99.

We recommend the SIPD:

Recommendation #7
Return $200,000 to the General Fund to reduce the SIPD Confidential Fund
Specia Checking Account balance.

The SIPD Has Over $110,500 Cash On Hand And One Cash Fund
Containing Over $11,500 Had No Activity For Over A Year

The SIPD has over $110,500 cash on hand in six Confidential Funds and two
Flash Funds. Of the two Flash Funds, one Fund had $60,000 in cash and the other had
$20,000. Flash Funds are shown, or “flashed” at suspected criminals and the money is
never intended to be spent. The remaining $30,500 in cash is distributed among the six
SJPD Units entitled to use confidential monies for expenses related to undercover

activity.

We also found that one Confidential Fund (the Gang Investigations Unit
Confidential Fund) containing over $11,500 had no activity for over ayear. According to
the Sergeant in charge, the Confidential Fund has been used in the past for withess
assistance but has not had much use recently. The Sergeant explained that the District
Attorney’ s Office has been providing the money for sting operations while the SIPD has
provided the manpower. Asaresult, this Confidential Fund containing over $11,500 has
had no activity since September 1997.

SJIPD procedures allow transfers of Confidential Funds among the Bureau of
Investigations units. Under Bureau of Investigations Confidential Funds Procedure,
Section B, “Miscellaneous’

Transfer Between Units

Transfer of funds between units and to units which do not ordinarily receive
confidential funds is permitted. In all cases, all regular confidential funds
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procedures regarding cash count verification, two-person transactions, obtaining
necessary signatures, etc., must be followed.

It should be noted that as aresult of our audit, the SJPD transferred $10,000 from
the Gang Investigations Unit's Confidential Fund to the BOI Deputy Chief’ s Office safe.
Thus, the SIPD has cash available for other priority needs and the Gang Investigations
Unit’s Confidential Fund balance is at a more appropriate level of about $1,500. In our
opinion, the SIPD should determine an appropriate balance for each unit’s Confidential
Fund and transfer any excess amounts to one of the other units as the need for cash arises.
Furthermore, ongoing monitoring of and reporting on Confidential Funds would enable
the SIPD to use these funds more effectively.

We recommend that the SIPD:

Recommendation # 8

Determine an appropriate amount for each unit’s Confidential Fund, monitor and
report on Confidential Funds on an ongoing basis, and transfer any excess amounts to
other Confidential Funds on an as-needed basis.

CONCLUSION

Our review revealed that the City of San Jose Police Department (SIPD) generaly
has good internal controlsin place over their Petty Cash, Confidential, and Flash Funds.
The SIPD keeps funds in secure locations in locked or sealed receptaclesin locked safes
and has written procedures for the use of these funds. However, our audit also found that
the SIPD can improve compliance with both Citywide and departmental procedures and
reduce excess Confidential Fund balances. Specifically, we found that

e The SIPD did not always submit petty cash receiptsto the Fiscal Unitina
timely manner;

e The SIPD has not performed required audits of Confidential Fund or Flash
Fund records;

e The SIPD has not prepared required quarterly reports on the use of the
Confidential Fund;
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e The SIPD did not deposit Confidential Fund checks for as long as 154 days;

e Asof September 28, 1998 the Confidential Fund checkbook balance had
grown to $260,000;

e The $260,000 SIPD Confidential Fund Special Checking Account does not
earn interest; and

e Asof September 28, 1998, the SIPD had over $110,500 cash on hand and the
SJPD had not used one cash fund containing over $11,500 for over ayear.

By submitting petty cash receiptsin atimely manner the SIPD will achieve better
control over its Petty Cash Fund. In addition, by auditing and reporting on Confidential
and Flash Funds in accordance with Citywide and departmental procedures, the SIPD
will have added assurance that these funds are secure, used effectively, and for
appropriate purposes. Moreover, timely deposits of Confidential Fund checks will ensure
the safety of the City’ s cash assets and guarantee the availability of funds. Finally,
proper administration and monitoring of the Confidential Fund checkbook and all SIPD
Confidential cash funds will assure that these cash fund balances are maintained at the

levels necessary for the SJIPD undercover operations expenditures.

RECOMMENDATIONS

We recommend that the SIPD:

Recommendation #1

Ensure that all petty cash receipts are submitted in atimely manner and contain all
required information and supervisory authorizations. (Priority 3)

Recommendation #2

Annually audit all Confidential Funds and Flash Funds on an irregular and
unannounced basis. (Priority 2)

Recommendation #3
Ensure that SIPD personnel follow prescribed petty cash procedures. (Priority 3)

Recommendation #4

Submit quarterly reconciliations of the Confidential Fund to the Director of

Finance. (Priority 3)
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Recommendation #5

Deposit Confidential Fund checks into the SJPD checking account in atimely

manner. (Priority 2)
We recommend that the Finance Department:

Recommendation #6
Evaluate the automatic transfer of Confidential Fund checks to the SIPD checking

account. (Priority 2)
We also recommend that the SIPD:

Recommendation #7
Return $200,000 to the General Fund to reduce the SIPD Confidential Fund
Specia Checking Account balance. (Priority 2)

Recommendation #8

Determine an appropriate amount for each unit’s Confidential Fund, monitor and
report on Confidential Funds on an ongoing basis, and transfer any excess amounts to
other Confidential Funds on an as-needed basis. (Priority 3)
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